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ABSTRACT

SAP CHANGE MANAGEMENT
by
Arvind Sureshchandran Nair
Master of Science in Computer Science
California State University, Chico

Spring 2009

SAP systems are used in organization to facilitate their business. It provides
seamless integration of business functions. SAP is configurable to suit the business
needs of the company. SAP customer can also develop programs, reports to mold SAP
to function per the business requirements. All the changes in terms of developments and
customizations create change requests, also known as transport requests. The transports
are essentially made in a development system and moved to the production system.
Since business requirements changes on a continual basis, there would be many
transport requests that go from development system to production system. The
regulation of the transport requests is known as change management.

Organization using SAP systems develop many processes and procedures to
manage changes. These often result in manual documentation of the changes, approvals

tracking and manual transport management. The auditors and organization’s

Vi



management also need reports showing the amount of changes in the system. A huge
effort is spend every day on change management to document every step of the request.
In addition, all the approvals have to be maintained for audit reasons and proper review
and testing of the changes in the system should be performed.

The purpose of this project is to develop a system that can automate many
tasks in change management. It aims to simplify the process of tracking business
requirements, developments, configurations, testing and validation. The system ensures
that it has proper approval before a certain change is moved to production. The system
has the capability to make sure there is security at each stage of the change request. It
also provides reporting to the management as well as auditors.

The system incorporates various building blocks of SAP’s proprietary
language, ABAP, SAP tools like SAPconnect, Transport Management System and
Change and Transport Organizer. SAP standard workflow is triggered at various stages
for notification. SAP authorizations are used to secure the system so that changes do not
get into production without appropriate approval. This is key to change management
since auditors monitor proper segregation of duties. The system also gathers all the
documentation that should be associated with a change request. The system uses

standard function modules provided by SAP to ensure smooth transport management.
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CHAPTER |

INTRODUCTION

Systems, Applications and Products in Data Processing (SAP) is the world’s
leading vendor of business application software. SAP provides the basic business
functionalities at the same time leaving room for adding new functionalities and
enhancements. Any new input that is made in the system updates logically linked
modules which help business react to the immediate information and changes. SAP has
two sides to its software, the application or the functional side of the software and basis
or the technical side. The functional side deals with the applications such as human
resources, personnel planning, materials management, investment management and so
on. The technical side is mainly concerned with operating system, database, SAP kernel
and middleware tools. The group of people that works on the functional side is known as
functional analysts and those on the technical side are known as “basis’ or technical
analysts [5].

SAP systems have a concept of a “System Landscape” [5]. System landscape
typically comprises of a development, quality assurance (QA) and production
environments. All SAP customizations and developments are done in the development
system. The developments and customizations are then moved into quality assurance

environment for testing. After successful testing, it is then moved into production



environment. This movement of customization, developments and modifications are
made possible by SAP’s Transport Management System (TMS) [4], [5], [7].
In the Figure 1, transport routes are defined in the TMS which ensures that

changes that are released from development system (R3D) will go to the quality

Transport
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ZR3D
Consclicat

E/3 &é4bit Pr T et New R3Q e SAP R/3 G4Bi
R3D QRS \ R3Q Delivery,  R3P
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Fig. 1. SAP landscape (systems and transport routes).

assurance system (R3Q) and then to the production system (R3P). The changes released
from development system follow the transport routes (ZR3D and SAP) to QA system.
These transport routes ensure that any change that is released from the development
system will always go to QA system. The transport route that connects a development
system and QA system is called consolidation route. The transport route that connects a
QA system and a production system is called delivery route. The changes reside in the
respective system’s buffer. Then, the changes are imported into the systems. The import
can be done manually or automatically through a batch job. The change is stored in the
form of a transport. A transport is defined as a package of SAP objects that is transferred

from one system to another. A transport is identified by ten alphanumeric letters that



3
starts with the development system identifier (R3D, in this case). The system identifier is
then followed by letter ‘K’ and then six digits, for example, R3DK964647.

This transport number locks a complete of changes to SAP system objects.
The locks on those objects are released only when the transport is released to the QA
system. In Figure 2, the transport number R3DK964647 is called the header of the
transport and the number R3DK964648 is called task of the transport. A transport header

can contain a number of tasks.

Digplay request R3DK9G4G4T

= Warkbench Workhench reguest
= -= (5! Ri¢3 Production Landscape Target Group
= Released
= R3IDKAGAG4T v ANATR BC sets actiwation for GRC products
—E&E R3IDKAG4643 « ANAIR Development/correctian

= Tahle contents

E THENUET
E THENUETR
E THENUETT

—E= Ohject 1ist of reguest
= Comment entry: Released
R3IDK964648 20080516 105837 AWAIR
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B THENUG1

E THENUE1TR
E THENUETT

Fig. 2. Objects contained in a transport.



A change in SAP is business critical; hence, there should be proper
management of transports. The lifecycle of a transport from development system till
production system should be done through adequate testing and relevant approval. A
business user identifies a defect or modification to current transaction or a report. A
developer makes appropriate modification and releases a change from a development
system. This change has to be approved by one of the analysts. The change is then moved
to QA. The user tests the changes and approves it. The change should then be approved
by the process owner. All such changes are then reviewed by a group of functional
analysts to check for any dependencies in other business processes and then approve the

list for production import. The basis personnel will then move the changes to production.

Problem

The process from the point where user requests for a modification or reports a
bug till transport to production is done through email approvals. Over a period of time the
changes that are made are not traceable. The management does not have visibility to the
changes. Also it becomes difficult to revisit the changes that have gone to production. In
case of huge projects and implementations, the number of changes is very high in
number. The project involves a group of developers and analysts. Each developer or
analyst will have a number of transports. In such case, there is a need for change control
such that all bugs can be traced along with projects. Also these can be reviewed on
request.

Companies in the United States that are under the jurisdiction of US Securities

and Exchange Commission have to comply with Sarbanes-Oxley (SOX) [1], [2], [3]-



SOX policies strive to prevent wrongdoing and improve corporate administration. The
companies publish their financial information on the stock markets along with their
profits and trades. SOX ensure that all the information is correct, all procedures,
administrative activities are followed as per documented procedures. External auditors
review all the activities. These activities not only include all the administrative
procedures but also all IT processes that affect business. Hence, all changes that are made
by analysts and developers are checked by auditors. These changes are reviewed by

auditors annually in order for companies to comply with SOX.

Purpose
The changes that are made in an SAP system in a year become totally

untraceable since every request, approval emails have to be provided to auditors. The
management therefore wants a system to track all changes that start from development
system and end in Production. The following are issues that the management wants to
address:

o Development done by developers should not be released by them. The
changes should be only released from the development system by the manager.

e  The system should be able to account for all daily changes as well as big
projects.

o It should have SOX approval for all SOX relevant changes.

o Management should have the ability to approve changes for production.

e  All data relevant to the changes should be captured in the same change

management which includes.



o0 All testing data (unit, integration and user acceptance).

o0 Impact Analysis.

0 SOX relevance.

0 Ability to move the transport without manual intervention except

production.

SAP has a Product Lifecycle Management [7] product which gives basic
document management and audit management. But in order to have complete change
management system that integrates well with TMS, a change management tool will be
developed that will address the issues listed above. It will give the auditors to find all the
information that they need about Production changes. Also, it will give management a

clear view of the set of changes that has happened during any period of time.



CHAPTER II

LITERATURE REVIEW

The change management system is built on top of the transport management
system. The idea of change management became more important with the advent of
Sarbanes-Oxley (SOX) compliance [1], [2], [3]. Hence to first address change
management, it is important to understand what Sarbanes-Oxley meant. Since it is a
control that applies to all departments in a company that directly or indirectly affects
finance, an understanding of what is expected is important. This will give requirements
gathering a head start. “Using a single software platform/electronic repository to
coordinate and document all controls, documentation, test results and other relevant
support material is useful for several reasons.” [1]

The quote from A Complete Guide to Sarbanes-Oxley by Stephen M.
Bainbridge gives some insight into what audit requirements would be. It emphasizes the
need for software to aggregate all the relevant documents that would be required. It is
very important to set controls that can be used to validate the system. SOX controls act as
guidelines for auditors to validate systems. A single repository with all change documents
present a few advantages such as:

o Reduces external audit consulting hours and hence saves money since every

change is documented per agreed controls.



o Regulates change control.
e  Ease of reporting.

The impact of SOX on IT processes is as high as it is on financials. Hence, it
IS very important for management to consider SOX impact on all these processes, hence
have proper SOX controls.

e  Change requests are submitted on an appropriate form and are reviewed and
approved by Management.

e  Change are prioritized and tracked by management through systematic or
manual procedures.

e  All changes will be tested in a controlled test environment prior to
implementation

e  Changes to production environments are approved prior to implementation.
This includes developer and user testing. [2, p. 50]

These are among the few controls that are laid by SOX which calls for change
management. It advises management to review all the changes that are submitted to
ensure that there is proper review by a group who is responsible for the company’s
financial standing. Testing changes before going to production is one of most important
factor since it catches any issues which might potentially impact the system which may
cause financial loss for example, a downtime of the system during financial year-end
close. Hence, change management should ensure that the following are taken into account
when moving changes to production:

o Has the management approved the changes to be implemented?
o Has the changed been tested by multiple users who are involved in the change
that will go to production?

o Has the final review of the change been done before they make it to

production
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It is also important to understand what types of changes need to be considered
for change management.

The following types of changes are often considered during daily change review
meetings:

o  Emergencies, releases, fixes etc. These are normally related to circumstances
in which production is down.

o  Database clones, restores, links, or new instances. [3]

All the changes are not directly provided by SAP hence there is a need for
customization. It not only explains that changes in take place SAP landscape are
reviewed by the review board but any system change that is likely to affect the
production system is also reviewed. Hence, this helps the overall design to consider not
just the customizations and developments but also relevant system changes as well. This
presented a deviation from the norm. The changes in an SAP system always associates to
a transport but in case of system change, for example, an SAP parameter change, will not
create a transport hence such changes need to be accounted for which presents a small
challenge.

Another important point to consider during design is the amount of
documentation that should be attached to each change request. The internal auditors in
the company need to validate the system before external auditors come for audit. They
will need to verify all the processes in the system and ensure that it complies with
existing regulations. Since SAP is an integrated environment, auditors typically ensure
that all changes that go to production are properly documented. Hence, it is imperative to

consider how much relevant documentation needs to be attached to support a certain

change request. The following explains transport movement in a landscape:
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The implementation of R/3 requires, at the bare minimum, that you customize the
R/3 system using the IMG. Customizing is performed in a client in the development
system; transferred to a client in the quality assurance system; and, finally made
available to a client in the production system. Similarly, changes due to
development in the ABAP Workbench require organized techniques of distribution
from the development system to the quality assurance system and the production
system. [4]

The customizing and development changes are made in a development system
and then moved to the quality assurance system and finally after testing they are moved
in to the production system. This is the main idea of change management in SAP.
Although, these changes can be done in each system manually but in order to maintain
control of all the changes that go to production, changes are moved from one system to
another by means of Transport Management System. The main issue with the transport
management system is that it is a GUI transaction in which case, the admin has to
manually import approved transports. In order to have seamless movement of transport
through the application, this process should be automated.

The “tp’, transport control program allows the system or transport administrator to
perform all the management functions for the transport system. The program “tp”

includes functions for exporting, importing, buffer actions, managing disk space of
the transport system. [5, pp. 273-286]

The above explains how transports can be managed at the SAP level as well as
the operating system level. Hence, this helps to automate transport movement from one
system to another in the landscape. This is particularly important because the SAP
transaction STMS that is used to manage the transport management system is a dialog-
based transaction and hence can be used manually to move transports. Since we need to
automate change management process, this step becomes critical enough that it cannot be

used to automate the process. The use of ‘tp’ helps the design in a very significant
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manner. It can be run to import changes into the system automatically when released
from the development system. “tp” can be called directly with appropriate options at the
operating system level. This allows transports to be automated. The program can be used
for all transport administrative tasks.

After the design, it is important to consider the building blocks of the application.

ABAP provides a wide variety of elements, data types, structures and control elements to
build an application. ABAP provides all the fundamental data types and controls flow
like any traditional language.

Development of Dialog Transactions. The dialog program initially consists of

components that describe the program user interface. These programs are called

dynpros in ABAP/4 (Advanced Business Application Programming Language / 4™

Generation). A dynpro (= dynamic program) is a screen (= dialog mask = dialog)

with an associated flow control. The dialog masks and flow control are processed in

the Screen Painter (development tool). With regard to the screen layout, this

procedure can be compared with the dialog editors of other development
environments, such as Visual Basic and Visual C++. [6, pp. 183-187]

During design of the elements, it is important to consider how interactive the
software should be made and what language elements should be used to build it. Should
the complete application be developed on the SAP GUI environment or should it be given
a web-look? Who are the users of the system? Hence, answers to such questions will help
decide the way in the user interface should be built. ABAP also provides screen
programming for providing good user interfaces. The Screen painter tool can be used to
build the screens as well the flow control. SAP applications are highly integrated and run
on a common platform.

Building on a Framework. The most advanced step is to use the composite

application framework and services from SAP R/3 to create entire new applications
that build on everything that’s gone before.
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Extending SAP R/3 creates services that allow you to reuse data and
functionality between applications. [7, pp. 323-332]

This framework allows development of applications and tools that aid
automation of functions. SAP provides a lot of function modules and application program
interfaces that can be reused to build new applications. The project too reuses existing
functionalities and lays its new functionality around them. The change management is
based on transport management system of SAP hence will reuse many of its functions to
achieve the desired results.

To associate the processing block to an event:

By default, the event start-of-selection is attached to all events in ABAP/4. In your
programs you can define a processing block and attach this block to an event
keyword.

For generally easy-to-read code, it is good practice to define sequential
processing blocks in the order by which they will most likely be triggered during
selection screen execution. It is also good practice to utilize the most important
events for selection screen programming. These events are as follows:

. The initialization event.

) The at selection-screen event.
. The at user-command event. [8, pp. 632-700]

Dialog programs have selection screens and they associated to events that are
triggered when invoked. Certain practices should be followed when writing blocks of
code that will be called when and event is called. When the selection screen is executed,
there will be a series of events triggered which in turn will call its corresponding
execution blocks. These are the building blocks of the user interface in the project.

Dialog Applications. A report does not have enough functionality to create
complete, interactive applications. The R/3 System has provided dialog-oriented
applications for this purpose. Like reports, the application’s basic structure is
predefined, and the ABAP statements used here are at a lower level than this basic

structure. Dialog-oriented applications are primarily based on the use of screen
templates called screen programs in the R/3 system. [9, pp. 278-301]
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The extract above from talks about the lack of functionality of ABAP reports to
create interactive applications. It talks about the screen programs that provide this
functionality. All dialog-based application call screens are event triggered. The screens
again are programmed in ABAP and have distinct blocks of execution unit for each
event.
In addition to all the configurations and developments for the tool, there had
to appropriate security. It is important that following pieces of security are implemented:
o Developers cannot release the transport to QA. Only managers and designated
analysts can.
e  Requestor and Approver approvals can be modified by non- other than those
mentioned on the change request.
e  Only Change Review Board can approve the transport to Production.
Hence appropriate authorization objects should be created and checked
appropriately in the code. This will also comply with SOX security requirements for the

software.



CHAPTER IlI

REVIEW OF TOOLS AND

TECHNOLOGIES

The SAP change management tool is written in Advanced Business
Application Programming (ABAP) language. ABAP is SAP’s proprietary language.
ABAP has all the constructs of a programming language. ABAP can be developed on
SAP’s ABAP Workbench. ABAP Workbench has all the tools required for development
of programs, function modules, screen elements, web services, database tables, structures
etc. It has tight integration with Transport Organizer. ‘tp’, the transport control program
is written in C. It is used to move transports from one system to another at the operating
system level. The Transport Management System (TMS) calls this program when TMS
functions are called from SAP GUI. The following tools and technologies used in the

project can be explained in detail.

Advanced Business Application Programming (ABAP) language [6], [8], [9]
e  ABAP Workbench and Customizing [5], [6], [7], [8], [9]

e  Change and transport System (CTS) [4], [5]

0 Change and Transport Organizer (CTO)

o0 Transport Management System (TMS)

e  SAPConnect [5]

14
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Advanced Business Programming Language

Many of the applications in SAP are written in ABAP. It is a 4GL (fourth
generation) programming language that is proprietary to SAP. ABAP programs are
compiled and executed within the SAP Basis. SAP Basis is a set of programs that interact
with SAP’s kernel modules [5] and provide all the functions for the SAP application.
SAP kernel is a set of modules written in C++ that provides hardware and database
abstraction for the SAP Basis. ABAP programs interact with the operating system, the
database and also with SAP presentation (SAP GUI). Users logon to the SAP by means
of SAP GUI or web browser.

ABAP programs are the base of the entire SAP Basis. The applications as well as
services interacting with SAP kernel are written in ABAP. ABAP has a structure that is
modular and each such structure is called a processing block. It has the following blocks
as shown in Figure 3.

e  Global data declaration: The variables and constants that are used in the
current program, function module (FM) [5], [6], or report forms the starting block.

e  Selection screen for input [6]: In case, the program has fields for user input, it
is declared in this section. This is default event block.

o Dialog processing modules [5], [6], [9]: These modules are processing units
before and after selection screen.

e  Function Modules: These are reusable program units.

o Subroutines: These are used internal to a program or report.

o Reports/Programs: Programs or reports are main unit of executable code.

o Package [6]: Object that encapsulates ABAP objects.



Report/Program

Function
Module

Function
Module

Package

Function
Module

Fig. 3. ABAP language elements.

ABAP has been used to build many portions of an SAP application. The
modules are developed such that SAP customers can build on top of the applications to
suit their company requirements. ABAP Workbench consists of all the tools to develop
programs in ABAP. The ABAP Workbench is a set of tools, functions, programming

methodologies, transport system and data dictionary that are fully integrated. It tracks

ABAP Workbench and Customizing

16

changes through the CTS system which can be transferred to any other SAP system. It’s



17
tightly coupled with the data dictionary, transport system, class modeler, package builder,
function/program builder, ABAP debugger, web publisher etc.

ABAP workbench can be entered through a central point, known as the Object
Navigator. It is used to organize all the objects in the environment. It has the following

sections as shown in Figure 4.

& _ _ [ w
Workbench Edit Goto  Utilities() Emironment  System  Help
] 1 e@ae CHAE DDL0 BE 0B
Object Navigator
|
@M\ME Repository

ﬁ%RepnswtnNEmwser

%Hepusnuw Information System
[B]Tag Browser

%Transpnn Organizer

EETest Repository

Program -
Application Hierarchy - gg

Package

J Program ‘
]

HFunction Group
[Classt\meﬁace
Internet Serice

| [Web Dynpro Comp. / Intf.
BSP Application

BSP Extension

Inactive Objects

Local Objects

Fig. 4. ABAP workbench.

e  ABAP Workbench tools [5]
e  Object list

e  Navigational Area
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Change and transport System
Every change that goes from one SAP system to another is governed by the
Change and Transport System (CTS). All the development objects developed by means
of the ABAP workbench, all the changes made to the repository objects such as tables,
view etc. and the customization changes are managed by CTS. It comprises of mainly
two sub-systems:

e  Change and Transport Organizer (CTO): It mainly registers all developments
and customizations in the system. Whenever a user makes any changes to its
development objects i.e. programs, reports, table structures etc the system will maintain
the version of the change through a transport request. Figure 5 shows the transport

organizer where change request can be created, changed and displayed.

= ElEE
Request Edit Goto Settings  Enwvironment Systerm Help

& B A E IS EHEE | S rE
Transport Organizer (Extended View)
5]

1D

m Transpotts i Piece Lists i Client i Delivery Transp.

RequestTask |
(= Display IE2 Logs | = Action Log

Rl

A an|
| Az

Fig. 5. Transport organizer.
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e  Transport Management System (TMS) [4], [5]: It mainly distributes changes
recorded by the CTO across SAP systems in a systematic way. The transport control
program, ‘tp’ executes these changes at the operating system level. Transaction STMS,

shown in Figure 6, is used to configure and administer transports.

= | 2 A H e | S Emes | = ea
Transport Management System

=] [ =l =] | [ (=] ][] [=] | @]

[= =1 =1
=] g =R hdonitor Extras Environrment Swsterm Help

iSystermn ! ERS ERS

Transp. Domain |DOMAIN_ERD| Transportdomain ERD

il B il | e e R e AT T

X f F— FfiA

A
N

Fig. 6. Transport management system.

Changes are made in the development system. These changes are then moved
over to a Quality Assurance (QA) system for testing those changes. After successful tests,
the changes are then moved into Production. This modification and transfer is
accomplished by the Change and Transport System or the CTS.

The CTS is one of the most important components. The CTS should be
configured before developers can use the system for development otherwise none of the
changes can be tracked or moved to other systems. All standard customizations are
carried out in IMG (Implementation Guide) and developments in ABAP workbench. The

Change and Transport System records all the changes to the Customizing and Repository
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data. If CTS is not configured correctly, the following situations may occur which will
result in unexpected results as follows:

e  Changes made by developers will not prompt for transport creation. This will
cause loss of integrity of objects. For example, when developer creates a table, many
underlying “basis” tables hold the data. If the system does not capture all of these objects
into a change request, it can never be moved to the Quality Assurance (QA) system for
testing.

o If the transport routes are not set correctly, the transports (change request)
released from development system will never be delivered to the Production system.

The screenshot in Figure 7 depicts the transport routes. The system ERD
(System Id) is the development system that holds all the customizations and
developments. The transport layers SAP and ZERD are the consolidation routes to move
standard SAP and custom changes respectively into QA system. The delivery route then
moves the changes over to the targets. There can be more than one consolidation and
delivery systems. Also, the consolidation and delivery systems need not be an actual
system. It can be a virtual system which will hold all the changes to be moved to the
targets.

The following describes the main entities while setting up Transport
Management System.

e  Transport Domain Controller [4], [5]: The system that holds all the systems’
configuration information.

e  Transport Route [4], [5]: The transport routes define which targets to

consolidate change requests.
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Fig. 7. SAP transport routes.

SAPconnect
All communication external to SAP system is carried out by SAPconnect [5].
SAPconnect supports sending of emails to Internet addresses, faxes, test messages etc.
SAPconnect uses SAP Netweaver’s SMTP plug-in for this purpose. It can also leverage
the services from any external communication system. SAPconnect administration is
done through transaction SCOT.

Configuration E-mail, Fax, Paging/SMS
via SMTP

SMTP should be activated in the SAP system. In addition to this, a standard
job should be scheduled to send emails out of the system. Without performing the correct

configuration, emails, pages will never be sent out of the SAP system. System monitoring
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functions send pages from the system to the administrators hence SMTP configuration is
very critical.

The profile of the SAP Web Application Server must be adjusted to use SMTP functions.
o icm/server_port_ <*>= PROT=SMTP PORT=<port>
TCP/IP port is opened for the receipt of mails via the SMTP plug-in. PORT specifies the
port number to be used. No other program should occupy this port on this host. PORT
can be set to O if no emails are to be received.
Figure 8 shows the profile parameters that need to set in order to enable

SMTP:

cm/ server_port_0 = PROT=HTTP,PORT=9057, TIMEOUT=30 ,PROCTIMEOUT=3600 ,EXTBIND=1
icem/server_port_1 = PROT=SHTP,PORT=9157, TIMEOUT=180

icem/server_port_2 = PROT=HTTPS,PORT=9257

Fig. 8. ICM profile parameters.

SMTP Plug-in Activation (Transaction SICF)

An SMTP server must be created on each client where incoming mails are
intended to be received and processed. In transaction SICF, an SMTP plug-in should
already be available in every SAP system. This is delivered by SAP. This plug-in should
be activated in order to have SMTP activated. This particular plug-in resides under the

default node of all the ICF services. The SMTP server must be activated after being
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created or changed (Service/Virt. Host > Activate). Figure 9 shows that the node by

default is disabled.

= EHEE
ServicelHost Edit Goto  Client  Systerm  Help

& Bl dH @@ SHE B0 O0 EE @
Maintain service

S [ [ = ExternalAliases |[I0][5][ B systern monitor mactive | [T

Filter Details

wirtual Host | . Service Path
Service

Description

Lang. Enaglish = Dietail
|$ Filter | ||§ Reset |

Ela] ) BE]|

|V\rtue|\e Hosis f Eervices |Ducumentatmn |Referenz Service ||
P I default_host VIRTUAL DEFAULT HOET

[ FlErD (210 Ml utah [ins [ [ 2

Fig. 9. Maintain ICF services.

SAPconnect Administration (Transaction

SCOT)

SAPconnect settings are separately made in each client from which e-mails

are to be sent or in which e-mails are to be received.
a)  Default domain is the default domain of the SAP system client is defined here
(e.g., utah.varian.com). It is used for the following purposes:
e The SMTP plug-in uses domain as ID to log on to the mail server.

e The message ID of outgoing mails.
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e Generate an email address if an SAP user forgets to specify an Internet

address, for example, Arvind.Nair@varian.com.

b)  Node. There are different types of nodes in SAPconnect as shown in Figurel0.

= ==
Modes Edit Goto View Settings UtilitiesiM)  Systern  Help
& B A H @@ DRE DDan | HE @@
SAPconnect: Administration (system status)
O]lz]s|mk a |zl
Start of ewaluation time: 01/26/2003 00:00 1=
[ ] Duration Duration =]
Completed Error In transit Waiting In transit Waiting
& hh:mm @& hh:mm
ERD (210} a 1] 2] ]
FAX Telefax o o] o] o] oo 008
—&= INT o o] o] a oo 008
SMTP a a [E] e 008
x40 X 400 o o 2] e} oo 008
RML Remote HMa a o e} a 0: a6 g:ee
PAG a a [c] e} o e 008
FRT o o] o] a oo 008
B3]} e
[& Mode data was saved ® L [ERD (1) 210 B [utah [Ins [ [ 7

Fig. 10. SAPconnect nodes.

o SMTP node (for the SMTP function of the SAP application server)

o HTTP node (for paging/SMS providers using Web services)

o RFC node (for old RFC-compatible e-mail/fax/paging gateways)

In each client has a single SMTP node. It cannot be deleted as it is
automatically created. It is configured as follows: Setting the mail host correctly, as
shown in Figure 11, is vital to SAPconnect’s functioning. The destination host is the

gateway to the external world. All emails, faxes, SMS are sent to mail host for delivery.
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IlI?SAF'cnnnect: General node data

General information
Mode SHTF

Description Mail Server

Maximum waiting time for repeat send attempt pracedure:
Hoursiminutes d3n
Made in use

SMTP Connection

fail Host mail-relaygdus varian.corm|
Mail Port 25
Code Fage 0 Mo Conversion into Other Character Set &

Supported address tpes

Fax Set
Internet Set
Fager (5SS Set
Last changed by AWATR an A1¢27 2008

Fig. 11. Setting up mailhost information in SAPConnect.

Additionally email address, faxes should be set up in SAP and it controls all the messages
that can be sent out of SAP to the mail host for delivery. It much be ensured that ‘Node in
use’ checkbox must always be checked. The recipient list can be added in the any of the
address types. For emails, the “Internet’ checkbox needs to be checked and all the email
addresses can be entered but click on that *Set” button against it which is shown in Figure
12.

E-mails sent from an SAP are queued. A job is scheduled. This job sends all
accumulated emails to the recipients mentioned in the email addresses. Following are the

steps to schedule the job:
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III? SAPconnect Adress type for node

General information
Mode SMTF
Description ail Server

AddrType Internet

Address areas

Address area

arvind. nairg@warian.corm

[«Jle]l

L4][]

[DILIE

[E!

Cutput Formats for SAP Documents

SAPscriptiSmart Forms |FPDF

=l

ABAP List | HTH

=l

Business ObjectiLink | THT

R Text | THT

=]

Fig. 12. Email addresses and output formats.

1. Intransaction SCOT, from the menu choose View -> Jobs.

2. Choose Job = Create

3.  Choose Schedule Job

4.  Choose periodicity to be 10 minutes.



CHAPTER IV

DESIGN

In real business world, there are continual changes. There are changes in
business processes and department functions. The changes are made by either enhancing
a certain module or by implementing new modules. For example, the HR department
wants employees to maintain their personal information, emergency contact information
instead of the manual maintenance by an HR administrator. There are innumerable such
changes, in the form of enhancement to current process, new processes that happens in
each department of a company. The changes could be development, configuration change
or a system change. All the changes have to be documented with appropriated approvals,
testing and validation.

All the changes in the system are made in development and then moved to the
quality assurance (QA) system after unit tests. In the QA system, the integration test and
user acceptance test (UAT) are carried out before moving it to production. The changes
are then reviewed by the change review board (CRB), a committee of analysts, both
functional and technical. After the approval from CRB, the set of changes are then moved
to production system. These changes are reviewed by the internal auditors quarterly and

the external auditors, annually.

27
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To keep track of all these changes, approvals, tests and validation results is
huge and there is lot of effort to keep track of the email chains of approvals. Hence, the
SAP change management tool provides the right solution to document the changes
happening across SAP landscape with appropriate compliance to Sarbanes-Oxley (SOX).
Auditors look for proper process around change management with appropriate requests,
resolution, testing, validation and review of all the changes that are going to Production.
The SAP change management tool is used by developers, analysts, business
users and business owners, CRB members and auditors. All the interactions with the tool
can be depicted in Figure 13. Each actor interacts with the use cases as below:
. Developers:
o Create change request for
= Bug fixes
= New developments or configurations
0 Add transports to the change request
0 Request the transports to be moved from development to QA and from QA
to Production review.
0 Update code review documents, unit test and integration test documents,
SOX implications.
e  Analyst:
0 Review the development/configuration changes
0 Approve the transport to QA

o Validate all documents and modify if required
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e ]

=

Developer/Analyst

Update UAT results
and approve the
change request

R

Business User/
Business Owner

i

Create Change
Reguest

Add transports,
request/import to

Update requisite
test results and
documentation

SAP Change Management
System

Get the list of
Production requests
for review

Update relevant
documents

Approve for

Change Review

Production

Board

Fig. 13. Use case diagram.

. Business User:
0 Update UAT results

0 Approve the change request.
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. Business Owner

0 Approve the change request

e  Change Review Board (CRB):

o0 Review all the changes and update relevant approval documents.

0 Approve the change request to Production.

The use case scenario explained above can be detailed by means of the
sequence diagram shown in Figure 14.

The sequence diagram in Figure 14 can be explained as follows:

e  The developer opens change request for any bug that is fixed or a project. The
change is made in development and once the change is unit tested, the developer attaches
the transport to the change requested.

e  The analyst approves the development changes to QA.

e  The business user performs user acceptance test and approves the change
request.

e  The business owner then approves the changes to be moved to production

e  All the changes that need to go to Production are reviewed by the CRB. The
CRB then approves the transport to Production.

The use diagram and sequence diagram explains in detail about the underlying
process that takes place at each state of a change request. The status of the change request
can be maintained on any of the following depending on what activities have been done
for that particular change request. It is important to maintain these states to give an idea
to the management about the current statuses of all the changes that are happening across

the SAP landscape.
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Fig. 14. Sequence diagram.

Created: This is the initial state of change request upon inception.

In Development: Once a developer or the person making any change starts

working on the change request, then the state of the request is changed to “In

Development”
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. Requirement Gathering: In case of projects, there will be times when
developer needs to get requirements from end user and hence can change this status
accordingly.

e  Assessing LOE: In cases where the projects or the defects are very complex,
there might be a need to park the change request in *“Accessing Level of Effort” status.

. In Unit Test: When developer tests the changes in the development after
development is done, the status can be changed to this status.

. In Integration Test: The change request has this status when integration test is
performed in the QA system.

. In User Acceptance Test: This status is maintained when the end user is
testing the defect or functionality in QA system.

e  Signed Off: When business user approves the request, this status is maintained
in the change request.

e  Closed/In Production: When the transports are moved to Production, then this
status can be maintained.

. Rejected: When the changes are not approved by the developer if the change
request need not be sent to Production for some reason.

e  On Hold: This status may be maintained if the change request has some
dependencies on other change request or it should be sent to Production at a later point in

time.
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The states of the transports attached to the change request are as follows:

. In development: A change request is in development state when the transports
attached to it are in the development system awaiting release to QA.

. Requested for QA: A change request is in “Requested to QA” state when a
developer requests the transports to be released to QA after completing unit test in the
development system.

e QA approved: A change request is in this state when an analyst has verified
that the transports are ready to be moved to QA and releases the transports from the
development system.

e  Production Requested: After the changes are tested in the QA system by the
requestor and approved by business owner, the developer then requests the transports to
be released to Production

o Production Approved: The CRB lists all the transports to be approved for
Production and then after reviewing each change then approves the changes to
Production.

The complete scenario that has been explained with the help of sequence
diagram can be depicted by means of activity diagram in Figure 15.

Each process in the sequence diagram and the activity diagram can be mapped
to a function. The functions form the base functionality of the application. Hence there
will be following functions:

e  Create/Change/Display Request

e  Add transport



Start i

C Create Request )
y

CAdd Transport to request )
1!"

Yes
More
Transports
NO

h J

( Request transport to QA )
v

( Approve transport to OA)
L J

( Approve change requesD
Y

( Request transport to

Production

v

( Approve transport to

Production
End -

Fig. 15. Activity diagram.

Update document/test results/Code review
Release transports

Approve transport to QA/Production
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e  Approve/Reject Request
e  Email notification
The following reports also have to be developed:
. Management Report of the change requests: Give management or auditors an
overview of the change requests in the system
e  Transports in the change request: This report gives the transports attached to
the change request
o Transport objects in the change request: The report gives all the objects that
will go to production if the change request is moved to Production.
e  Search Change Requests.
The system should also have pockets to store the following documentations:
e  Sarbanes-Oxley (SOX) documents
o Test Documents
0 Unit test
0 Integration test
0 User Acceptance test
e  Technical review in case there are development changes.
e  Training documents in case of new functionality or projects
. Business Justification documents
e  Justification for change request and Solution provided for the issues being

addressed.



CHAPTER V

IMPLEMENTATION

The change management system has been built over SAP’s Transport

Management System. Many components make the change management system. The

following are the elements that have gone into the building blocks of the tool:

Tables

Domains and Data Elements
Structures and Internal tables
Programs and Reports
Screens

Function Modules

Transactions

Building Blocks of the Application

The tables used in the application holds master data and transactional data.

The master data tables hold functional area, type of change request, requestor and the

systems. The transactional data tables hold the change request itself, the test history, the

application log, the code review and check results. The main table of the application is

shown in Figure 16 that holds all the change requests.

36
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ZPCR Active

Shaort Description PCZR - Production Change Requests
Aftributes '|\ Delivery and Maintenance 4 Entry help/check i CurrencyfGuantity Fields
b
| II I I | |$IDE||“—'|%.| |,{?I Srch Help || Fredefined Type | 1! &4
Field |Key|lniti |Data element IData Ty ILength IDecim |Bh|:|rt Cescription
HANDT MANDT CLNT Bclient
- |PCRNUN ZPCRNUN MUMG BPCR Mumber
oot ZPCRECT CHAR BPCR COT
- |appocT ZADDCCT CHAR ] BAdditional CCTs
- |zEHMSID ZPCRENH CHAR g BPCR Enhancement
" |Bu_sPPROVER ZPCRAPPROYER CHAR 12 BPCR Approver
- |REQUESTOR ZPCRRED CHAR 12 BPCR Requester
_@ ZPCRCAT CHAR 30 BPCR Category
_m ZPCRPHONE CHAR 20 OPCR Reguestor Phone
- |REODATE ZPCRREQDATE DATS a OPCR Reguestor Date
_ﬂ ZPCRTITLE CHAR 40 OPCR Title
_M ZPCRDESC CHAR 2] BPCR Description
_M ZPCRDOESC CHAR 2] BPCR Description
_M ZPCRARER CHAR 25 BFunctional Area

Fig. 16. Display table columns.

The fields of the tables are defined by data types that represent the type of

value it stores. The data types can either be a standard data type or can be user defined

data type. The data elements in the above screenshot are created because there is no

standard data element that can be used to qualify the table fields. The data elements

themselves are defined as a predefined data type, a domain type or reference data type. In

the Figure 17, the data element ‘ZPCRNUM’ is defined as a domain type ‘ZPCRNUM’.

The domain ‘ZPCRNUM’ shown in Figure 18 is defined as a numeric data

type of length 8. It is used to create data types from standard data types for qualifying

data elements.
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|ZFCRHUM

Active

Drata elerment

|PCR Mumber

Short Description

# Elementary Tvpe

[ﬁ’)R Mumber

Character string with only digits
Decimal Places a

i# Domain |EPCRMLUN
Data Tyvpe ML
Lenaoth a8
) Predefined Type Data Type |
Lenth o Decirmal Places

—
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Lenaoth

Data Tyvpe
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Fig. 17. Data element.

| ZPCRMUM

Active

Short Description |PCR Hurmber
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L
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Data Type

-
-

Mo, Characters
Decimal Places

|NUHE | Character string with only digits

Cutput Characteristics

Cutput Lenath | EI|
Convers. Routine | |

[ Sign
[ ] Loweer Case

Fig. 18. Domain.
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The structure in ABAP is a data type that is filled during the runtime of the
program. It is defined as group of data elements bundled together. Structure can either
have elementary data elements making its composition or can be built of complex
structures with reference types, nested structures and internal tables. Internal tables are
ABAP structures that are defined as table types. Internal tables themselves can contain
other internal tables.

The screenshot Figure 19 shows a simple structure that is composed of
elementary data types. The data in structure have no data permanence but are filled
during runtime and cleared after each run. They are held in memory for processing when
the program or report using it is loaded into the memory. The internal tables too are

similar to structure data types.

Structure ZPCR_EMAIL_IDS Active
Short Description Email IDs

Aftributes Components

Entry helpicheck i Currencyguantity fields

Ll [=El=lal Fredeined yoe | 144
Component IHTH; ICnmpnnenttype IData Type |Length |Den:im |5h|:|rt Descriptian
AD SHTPADR CHAR 241 0 E-Mail Address
T0 LIST CHART CHAR 1 B'Single-Character Flag
- oc LIsT CHAR1 CHAR 1 BSingle-Character Flag
- |BoC LIsT CHART CHAR 1 B'Single-Character Flag

Fig. 19. Structure.

Programs and reports are callable units that have processing blocks that are
called in particular sequence. The processing blocks consist of a number of structures and

subroutines that are called in a predefined sequence. Programs can either be run directly
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or can be called by other executable units. Programs that are directly executable are
knows as reports and can be called by a transaction or the program name itself. Programs
can also call screens which consist of dialog modules that control the program flow.
There are processing units before and after screen output. Screen can also be linked to
transactions such that the program associated to the transaction calls the screen first in the
list of processing units. The graphical screen painter shown below in Figure 20 is used to

create screens.

B\ SereemPainier: [EpiayStrecant 0 RS I ___J__Jgﬁ
Screen  Edit Goto  Ukilities{M) Environment  Help @
& Ca@ CH BEO @
B | ge 1 & L 4 P 4= Flowlogic 49 Attibutes 49 Element List
MName | Tew | La H L cl
PRODUCTTIORN CHANEE REQUEST SYSTEM

Create PCR | Transports (GRE) |

Change PCR |

Lisplay PCR | Help Overwiew |

Reports | Mew S0X Procedures

Maintain Appruvers|

Inackive 120C0x27L WS SMP

Fig. 20. Screen for program in graphical screen painter.
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Function Modules on the other hand are executable units that are defined for
specific tasks that are called single or multiple times during program execution. Function
modules may take a set of import parameters and may return a set of export parameters to

the calling program.

PCR Application Schema
Figure 21 shows the main schema of the application. The table PCR holds all
the change requests in the system. The field PCR_ID being the primary key identified
each change requests uniquely. The table TEXT holds all the text that is entered for each
PCR. The text for change requests are:
e  Justification
. BW Impact
e  General Description
o Security Impact
. SOX Impact
o Impact Analysis
e  Test Info/results
e  Solution Log
. Recovery Procedure
The change request change log is updated each time any change is made to
any change request in the system. All the transports or changes are updated in the

transport request table. The Solutions table holds the resolution of the issue.
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approved by
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Fig. 21. PCR schema.
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Application Walkthrough
The application is started by transaction ZPCR. This transaction runs the
associated program and its processing units. The screen that is associated with the
program runs the flow logic is output to the GUI. The respective application memory
structures are cleared. The process before output (PBO) flow logic runs before the screen

is called. The main screen of the application is shown in Figure 22.

[Z system Help

& " dEHIC@@ CHE D088 BHE @

PCR Main

PRODUCTION CHANGE REQUEST SYSTEM

| createpcR | Transports (CRB) |
|  change PCR |

|  Dpisplay PCR | | Help Overview |
| Reports | [New SOX Proce... |
| Maintain Approvers | |Business Use Gu... |

Fig. 22. PCR main application.
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After the transaction is called, all internal structures are initialized. All the
push buttons in the above figure runs events that trigger further actions. According to the
figure there are following actions depending on which stage the change request is.
e  Create PCR: For all new change requests that need to be entered into the system.
e  Change PCR: To make changes to any existing change requests.
o Display PCR: To view change request.
Once the push button “Create PCR” is clicked, the screen shown in Figure 23

appears asking the developer to input change request information.

[E sSystem Help

o B e HHE ID4O8 BEHE @ W

Create PCR

Copy From PCR

PCR Main
Title Date [03/15/2009

Description

Priority Type System
Requester Approver Bus Area
CCT# Function Area
Enhancement # Category

Fig. 23. Create production change requests.

The title and the description of the change request are filled appropriately and

they give clarity to the change request. The “Priority’ of the change request determines
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how it should be processed by the change review board. The “Type’ of the change request
indicates if the change is a development change, configuration change or system change.
The ‘System’ field indicates the system in which the change is made. ‘Bus Area’
indicates the business area in which the change is made. ‘Approver’ is important since
business owner should approve change. If the change request is an enhancement then that
is filled in the *Enhancement#’ field. All the fields give audit enough information about
the change. After the save button is clicked, a sequence number is generated and the
change request number is created. In Figure 24, the details of the change request are

filled.

3 i eee SHE nnon BR Qm

Change PCR

solution | Source Code % Justification | Tables || Detailed Description || CT5 | CRE

FCE Main - Change History

PCR (11 Request Date Close Date

Title CMPK AND ZPAC PRICING UPLOAD PROGRAM BU M RNER

Desc CREATE MECHANISM TO CHECK ZPAC & ZMPK ALLOCATIONS ADD U

100% BEFORE RELEASE PRODUCT FOR SALES

Rqustr TESTL @ Tel 4933

Bus Unit

Status il @ Created Area sD

Categorization

Project None @ CCT Mumber Type INTERFACE @] [[IManual Actions
Related PCEs Friority 2@) Medium

CRE Rep @ Category @

Commit Date @ Commit By Re-Commit Date Re-Commit By

Assignees Impact - Documentation

Func. Assignee Hone DEA Assignee None Bus'iness|f; |Tr‘awmng‘i’j | B ||_: [] Interface Inf Complete
Hours Hours S0 |Efl |Secur1ty“_'_'_\| EAC ||_J |:||@ EBatch Sheet
Tech Assignee Hone Basis Assignee  None Recovery Process| | :;Ilgﬁ Technical Peer Rewiew
Hours Hours Resolwved in Release Iw|@ Test History
Approwal
E\ Approved By PED Approwe By Cust Approval [ | Emergency Request
Mar Comments

Status In Dew QA Req In QA PED Reqg In PED/Queued

TP count 2l z

Fig. 24. Change PCR.
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The details of the change request are stored in the table PCR. Now after the
developer completes the development tasks and then updates the change request with the
transport number. In order to add the transport number to the change request, the push
button ‘CTS’ has to clicked which will then call another screen which is shown below.
The screen will initially show no transports. Now after clicking the ‘Add’ sub menu, a
dialog window pops up and requests for the transport request as shown in Figure 25. The
system in which the transport has been created is selected. A function module then calls
the system to query for the transports for the user. The listed transport can then be added
to the change request and since the transport is in development system, the status of the

transport of the change request reflects the status appropriately.

& system Help

[ FdH @ DHE DDLOD DR @8
PCR - CTS Display

W & Edit Upload/append

PCR Number 00010026 Click

Transport Description Created by  Performed by Status Dest Special Imstructions
No Iransports Found

= Program Edit Goto System Help

1] 4B e SHE

Fetch Transport List
& G

Source System

_lInclude Released TPs
User Name sanzrg|

Fig. 25. Add transport to change request.

This information is then entered into the Transport request table along with
the appropriate change log in the change log table with the associated change request.

The developer after doing initial testing in the development environment requests the
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transport to be moved to quality assurance system. The unit test document is also filled
by the developer. The change request system identifies all the transports in the
development systems and then lists them for the developer to request it for QA. The peer
review is conducted and code review is added to change request by clicking on
‘Technical Peer Review’. The analyst who is responsible to release the transport can
release the transport from the change request system. This is made possible by a function
module that is remote enabled hence allowing it to be executed on any development
system. This performs the release function and an automatic job that runs in the QA
environment, moves the transport into the system. Figure 26 and Figure 27 shows couple

of stages of CRB and each stage is explained below. It depicts the change request in

different stages, from development system to production.

Bl H Ca@ SHE DL HE @
Submit for PRD Approval
B & & ©ARequest | GAApproval PRD &pproval | PRD Gomplete

v

App  PCR Wum  Transport Description Owner Oth Dest Special Instructions Reasaon ;
i QO0DOOES DY4K913347 SOCKEYS: S5 MNumerical_Integ: Daemon Changes BEOIKE [&d

(| OOEEAOET DY4K913315 SD:KEYS:5:Numerical_Integ:Daemon Changes BEOIKE REJECTED - BRUCE RECOUESTED NO

|:| BREOAEEY DY4KE13153 SDOKEYS:CoMumerical_Inteq: Daemon Changes BEOIEE REJECTED - WOT DISCUSSED

|:| BHERAEET DY4K913151 SDCKEYS:5 Mumerical_Integ. Daemon Changes EBEOIKE REJECTED - WOT DISCUSSED

|:| AARAAGEGS DY4KS13145 SDCKEYS: 5 Numerical_Integ: Daemon Changes BEDIKE REJECTED - NOT DISCUSSED I

(| O0BEOA0ET DY4K313144 SD:KEYS:C:Numerical_Integ:Daemon Chanoes BEOIKE a4 REJECTED - MOT DISCUSSED

(| BEOOAUIE DY4K913133 sd:s:delivery:RNS automation DEEPREE REJECTED - WOT DISCUSSED IM CR

|:| GRERAE94 Manual Actions JIMMYL

|:| BREOAEAS DY4K913267 S0 I1Base R:PCR:95:Change 'RC’ = 'RO SENTHILE ALSO MOME TO R10 | |

(| OOEEAEAS DY4K913247 SD:IBase:R:PCR:95:Change 'RC’ = 'R0 SENTHILE (NEE) REJECTED - MWOT DISCUSSED IN CR Z
K] [ I
| by 2l [inNs™ 7
Buttons > QA Request QA Approval

What is done in | Work in development - This Transports requested for QA import. The analyst can
this stage is where all newly added see a list of their transports by pressing this button.

transports appear. At this point they can select the ones to promote to
QA by pressing the save button.

Who performs Transport Owners Production Support Manager(s) will review these

this (Developers, Administrators) | and approve/reject periodically.

Fig. 26. Change request QA request and approval.
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BaH Caq OHE ODLH0 FAE @
Transports for PRD Approval
E '@a 0ARequest || QA Aproval || PRD Reguast ’PRD Complete
App PCR Wum  Transport Description Owner Oth Dest Special Instructions Reasaon ;
E OAEAAEI4 Manual Actions JIMMYL [t
(| OOEEA09S DY4K91317E Transport Does Not Exist 0n4
[ OREAAEAS DY4K313303 SD:5:406781: Insilicon email notificatio RACHELD
K| [anh
[ b =l [ins™ 7
Buttons > PRD Request PRD Approval PRD Complete
What is done in | QA testing has Transports requested for PRD List or complete transports
this stage completed by import. The developers can see a for open change requests.
requestor and list of their transports by pressing
approved by this button. At this point they can
business owner. | select the ones to promote to PRD
by pressing the save button.
Who performs Transport Production Support Manager(s) will | All
this Owners review these and approve/reject
periodically.

Fig. 27. Change requests in production approval stage.

After the transport moves to the QA system, change request system triggers an
email to the requestor. The requestor then tests the changes in the QA system and
approves the change request in the system. The test documents are also updated. This will
trigger an email to the business approver to approve the change. The business owner
approves the change and the transport is then requested for Production. The Change
Review Board (CRB) then reviews all the transports weekly and then approves them to
Production. The system then moves all the transport to the production system. This also
changes the state of the change request according to the success of the transport in the

Figure 28.
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Fig. 28. Completed change request state.

e  Green indicates a transport with no warning.

o No color indicates the transport has not been imported into PRD.
e  Yellow indicates a transport warning.

o Red indicates a transport error.

After all the approvals and transports are complete, the “PRD Complete”
button can be used to view the status of the transports. The lists that are not color coded
will display all the transports belonging to change requests that are not closed. The
transport number is color coded for easy problem identification.

All the change requests should have the appropriate documentation and test
results. The test results are updated at each stage of the change request and entered as
shown in Figure 29. Each of the test results can be reviewed by clicking the ‘Test

Results” button on the main screen of the application.
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Test History - BW-ENGAGEMENT TRACKING PERFORMANCE -l
NewTestEntry | ] Refresh
PCR Number 4634 BW- IMPROVED ENGAGEMENT TRACKING PERFORMAMNCE BASED ON SEC
CCT Mumber 6488563 ROUTINE AS WELL AS FROM QUERY POINT OF VIEW
Current Date: 10/06/2008 Requester PPATIL Approver  RAMJI
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Requesters Location
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Fig. 29. Test results.

The change request is now complete. All the change requests can be reviewed

by the management and the auditors. For this purpose there are few reports are created

and these are shown in Figure 30.

The Management PCR Reports ALV gives the report in the excel format. The

data from the PCR tables and associated tables are taken and then published into an excel

format that can be downloaded in many formats, like spreadsheet, word etc. Similarly, all

the other reports retrieve data from the same set of change request tables and SAP

standard tables to display the transports in a change request, the authorization objects
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Fig. 30. PCR reports.

involved and security roles. All these reports suffice the requirements set by the

management and auditors.



CHAPTER VI

CONCLUSION

The project starts by explaining transports and transport management in an
SAP system. It then talks about how transports move across the landscape. The
development system is the originator of the transport. The transport then moves from
development system to the quality assurance system and then through production
according to the transport route defined in the transport management system. The project
aims at addressing the audit and management requirements that is directed at change
management.

The project was designed such that developers and technical analyst can
attach their transports and changes to a change request which can then be moved to
production through a workflow. The transport is moved to QA system by the analyst. The
changes are tested by requestor of the change request and approved by business owner.
The appropriate documents are updated at each stage along with test results. The CRB
then review the changes and then approves the changes to production. The project has
finished development along with initial unit testing. The project is ready for UAT and
will start in the first week of June.

The change request system delivers all the needs of the management and

auditors. It also ensures that all the changes that go to production are reviewed properly
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and tested. All the changes that have gone to production in a year can be listed to view
how many changes have taken place in each functional area. This also gives management
an idea of the amount of changes that are getting approved for each year. It is also easy to
track what enhancement, bug fixes and implementations were done by a developer.

Hence all production changes are fully tested, validated, reviewed and reported.

Future Work
Currently the software can track changes only and present the management as

well as the support team the list of developments. The change management system can
have a few improvements in terms of features that will give the software new dimensions.

e  One of the drawbacks of SAP transport system is that it cannot revert a
transport that has gone to production. The only way to fix an issue with a transport, if it
occurs despite all the testing, is to send another transport to fix the issue. The change
management system can use ABAP Workbench’s version management system to revert
the changes.

o Before huge changes like new implementations or huge enhancements go to
production, it is very difficult to understand the impact on the current production. Hence
the change management system can also incorporate impact analysis as a part of change

management.
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